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SYSTEM AND METHOD FOR TRANSMITTING AN EMERGENCY 
MESSAGE OVER AN INTEGRATED WIRELESS NETWORK 

BACKGROUND OF THE INVENTION 

FIELD OF THE INVENTION 

The present invention generally relates to communicating emergency messages 
and, in particular, to a system and method for generating and transmitting an 
emergency message through an integrated wireless communication network. 

RELATED ART 

Emergency messages are generated to indicate that a person is in need of 
assistance or that an emergency condition is present at property. The emergency 
message is transmitted to parties capable of rendering assistance. 

One example of a conventional personal emergency message is a 911 
telephone call. Emergency 911 telephone calls are quickly directed to switchboard 
operators who are trained to determine the nature of the emergency condition, to 
determine which type of assistance is required and who should provide the assistance 
(e.g. firemen, paramedics, police), and where the emergency assistance should be 
directed to such that the person making the 911 telephone call receives appropriate 
and timely assistance. 

However, emergency 911 telephone calls are limited in the ability to obtain 
information from the caller requesting emergency assistance. First, the caller must be 
able to verbally communicate the nature of the emergency to the switchboard operator. 
Thus, additional information that may be important could, in some instances, not be 
available if the caller can not talk or is having difficulty communicating. Second, 
location information can be determined if the telephone is a fixed location type device 
that can be traced to a known location or address. The location of Cellular and mobile 
telephones can not be determined unless the caller is capable of telling the operator 
where the caller is calling from. Furthermore, in many situations, it would be 
advantageous to have access to other types of information regarding the person calling 
for emergency assistance. Some illustrative examples of such information includes 
persons to contact in an emergency, doctor's name, home address or allergies. 
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Another example of a conventional emergency message is an alarm from a 
home or business security system. Various automated detection devices sense 
conditions within the home or business, and summon emergency assistance in the 
event that one of the monitored parameter are violated. Examples include smoke 
detected by a smoke detector, opening of a door or window detected by a contact 
sensor, pressure detected by a pressure sensor, sound detected by a sound sensor, 
breaking of an infrared light beam detected by an infrared detector and/or motion 
detected by a motion sensor. Detection of a violation of a monitored parameter may 
indicate an emergency situation where emergency assistance should be provided to the 
monitored home or business. Additionally, there may be a personal help request 
device, such as a panic alarm, special entry code entered on a key pad, a touch button 
or the like that is configured to indicate that a person in the home or building requires 
emergency assistance. 

However, such conventional home or business security systems are not secure 
in that such conventional systems communicate with the security monitoring 
personnel over a conventional telephone system. Thus, damage to the serving 
telephone system may prevent delivery of the emergency message. For example, an 
intruder may sever the telephone lines prior to entry into the home or business. Or, a 
fire may disable the outside phone lines before the fire spreads into the home or 
building. 

Also, such conventional home or business security systems are labor intensive 
and expensive to install. Hard wire connections are installed between each detecting 
device and a central security control box. The control box, coupled to the telephone 
system, is configured to dial up the security monitoring personnel to request 
emergency assistance when one of the detectors detects a violation of the monitored 
criteria. Therefore, many hours of installation labor is required to install even a 
relatively simple home or business security system. 

Additionally, such conventional home or business security systems are not 
automatically configured to contact selected persons when one of the detectors detects 
a violation of the monitored parameter. Some security monitoring services do call 
predefined telephone numbers to notify a person of the request for emergency 
assistance. For example, a homeowner may be called at work by the person 
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monitoring the security system. However, if the homeowner is not at the work 
telephone, the homeowner may not be timely notified. 

Furthermore, such conventional home or business security systems are not 
configured to receive and respond to remote communications from the homeowner or 
business employee. For example, the homeowner may desire to authorize a new 
security password on a temporary basis. Or, the homeowner may desire to remotely 
deactivate (or activate) the security system rather than having to enter the home to 
manually enter, via a keyboard, the security password. Furthermore, such passwords 
must be manually entered within a limited time period (otherwise, an intrusion into 
the home is assumed). The limited time provided for entering the security code may 
be particularly inconvenient when the person is bringing into the house (or removing 
from the house) a number of items, such as boxes, packages, furniture and/or children. 

Thus, a heretofore unaddressed need exists in the industry for providing an 
emergency message system that more accurately indicates the nature, location and 
other pertinent information of an emergency situation. Also, there is a heretofore 
unaddressed need in the industry to provide a less expensive to install emergency 
message home or business security system. Also, there is a heretofore unaddressed 
need to provide a more convenient and effective emergency message system. 



The present invention overcomes the inadequacies and deficiencies of the prior 
art as discussed hereinabove. One embodiment of the present invention, an emergency 
message system, provides a system and method for providing an emergency message 
such that the appropriate emergency assistance is dispatched in response to the 
emergency message. The emergency message system employs a transceiver network 
with a plurality transceivers. A plurality of transceivers are coupled to detection devices 
at a plurality of customer premises. In one embodiment, one transceiver is coupled to 
one detection device. The transceivers each have unique identification codes. In one 
embodiment, transceivers broadcast to and receive radio frequency (RF) signals. A site 
controller provides communications between the plurality of transceiver units and an 
emergency message management controller residing in an emergency message system 
control center. 



SUMMARY OF THE INVENTION 
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One embodiment of the present invention can also be viewed as providing a 
method for communication emergency messages. In this regard, the method can be 
broadly summarized by the following steps. Generating an emergency message with 
an emergency message transceiver having at least an identification code uniquely 
assigned to the emergency message transceiver, and communicating the emergency 
message from the emergency message transceiver to a network transceiver such that 
the emergency message is communicated over an intermediate communication system 
to an emergency message management controller. 

Another embodiment of the present invention can be broadly summarized by 
the following steps. Receiving an emergency message broadcasted from an 
emergency message transceiver having at least an identification code uniquely 
assigned to the emergency message transceiver, determining information relevant to 
the received emergency message by associating the information with the identification 
code of the emergency message transceiver, and communicating the emergency 
message and the relevant information such that assistance is summoned in response to 
the received emergency message. 

Other features and advantages of the present invention will become apparent to 
one skilled in the art upon examination of the following detailed description, when 
read in conjunction with the accompanying drawings. It is intended that all such 
features and advantages be included herein within the scope of the present invention 
and protected by the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention can be better understood with reference to the following 
drawings. The elements of the drawings are not necessarily to scale relative to each 
other, emphasis instead being placed upon clearly illustrating the principles of the 
invention. Furthermore, like reference numerals designate corresponding parts 
throughout the several views. 

FIG. 1 is a block diagram illustrating a portion of a plurality transceivers 
residing transceiver network configured to detect and communicate emergency 
messages. 
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FIG. 2 is a block diagram illustrating selected transceivers coupled to 
monitoring devices coupled to the transceivers of FIG. 1. 

FIG. 3 is a block diagram illustrating selected components of an emergency 
message system control center in communication with the transceiver network of FIG. 
1. 

FIG. 4 is a block diagram illustrating alternative intermediate communication 
systems employed by the emergency message system of FIGs. 1-3. 

FIG. 5 is a block diagram illustrating an embodiment of an emergency 
message transceiver coupled to an always-on appliance unit residing in the customer 
premises. 

FIG. 6 is a block diagram illustrating an embodiment of a personal emergency 
message transceiver. 

FIG. 7 is a flow chart 700 illustrating a process for communicating an 
emergency message generated by one of the transceivers of FIGs. 1-2 and 4-6. 

DETAILED DESCRIPTION 

a. Overview of the Emergency Message System 

In general, the present invention relates to a system and method for 
communicating an emergency message that is transmitted from a transceiver, through a 
transceiver network, to an emergency message system control center so that emergency 
assistance is dispatched in response to the emergency message. The emergency 
message, in one embodiment, is generated in response to a monitor detecting a violation 
of a monitored criteria. In other embodiments, the emergency message is generated in 
response to actuation of a personal emergency message device, a 911 call or upon 
detection of other signals indicating an emergency condition. 

FIG. 1 is a block diagram illustrating a portion of a transceiver network 100 
having a plurality transceivers. Preferably, transceivers 102a-102f (emergency 
message transceivers) are configured to selectively broadcast and/or receive 
emergency messages using radio frequency (RF) signals. A site controller 104 
provides communications between a transceiver unit 106, via connection 108, and the 
emergency message system control center 300 (FIG. 3), via connection 110. 
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FIG. 2 is a block diagram illustrating one embodiment of an emergency 
message transceiver system with transceivers 202a-202f coupled to detection devices 
204a-204f residing in one of the exemplary customer premises of FIG. 1. The 
customer premises 200 includes a wall-mounted base station 206 to form an integrated 
security system 208. 

Transceivers 202a-202f detect signals generated by the detection devices 204a- 
204f that indicate a violation of a monitored parameter, described in greater detail 
below. In response to receiving a signal from its respective detection device, the 
transceiver 202a-202f transmits an emergency message via an RF signal 210 that is 
detected by transmitter station 212. Transmitter station 212, located on a suitable high 
point, such as a tower 116 (see also FIG. 1), transmits an RF signal 216 to the 
transceiver unit 106. The transceiver unit 106 communicates the emergency message 
to the site controller 104 such that the emergency message is relayed on to the 
emergency message system control center 300 (FIG. 3). 

FIG. 3 is a block diagram illustrating selected components of an emergency 
message system control center 300 in communication with the transceiver network 
100 (FIG. 1). The received emergency messages are received by an emergency 
message management controller 302, described in greater detail below. The 
emergency message control room operators 304 receive a processed emergency 
message from the emergency message management controller 302 and initiate 
appropriate actions in response to the received emergency message. For example, an 
emergency message received from the customer premises may indicate the presence of 
a fire. The emergency message control room operators 304 would then place a request 
to the local fire department to render assistance at the customer premises 200. 

b. Emergency Message Transceiver System Environment 

FIG. 1 is a block diagram illustrating a portion of a transceiver network 100 in 
communication with a plurality of transceivers 102a-102f (emergency message 
transceivers) residing at a plurality of customer premises 103a-103f, respectively. For 
convenience of illustration, and for convenience of explaining the operation and 
functionality of the emergency message system, only a few customer premises are 
illustrated on FIG. 1. A customer premise may be a home, a business or other 




Docket No. 08 1 607- 1 200 

location. Furthermore, for convenience of illustration, only one transceiver is 
illustrated at a customer premises 103a-103f. Typically, a plurality of transceivers 
would be coupled to a corresponding number of devices at the customer premises, one 
transceiver per device, as will be described in greater detail below. 

An emergency message system is configured to receive emergency messages, 
in a manner described below, from many hundreds of transceivers, even many 
thousands of transceivers, depending upon the particular architecture that the 
emergency message system is implemented in. Therefore, the explanation of the 
operation and functionality of the emergency message system described below is 
limited to a small segment of the transceiver network 100 for convenience. 

A first group of customer premises 103a-103f, each have at least one 
transceiver 102a-102f, respectively. Each transceiver 102a-102f has a unique, 
predefined identification code that resides in a memory in the transceiver. 

An emergency message transmitted from any one of the transceivers 102a-102f 
is relayed to the emergency message management controller 302 (FIG. 3) via one or 
more of the transceiver stations 1 12a-l 12c. Preferably, the transceivers broadcast the 
emergency message using a suitable radio frequency (RF) signal. The emergency 
message includes at least the identification code of the transceiver generating the 
emergency message. 

For example, transceivers 102a, 102b and 102c are illustrated as transmitting 
emergency messages via RF signals 114a, 114b and 114c, respectively. Similarly, 
transceivers 102d, 102e and 102f broadcast emergency messages to transceiver station 
1 12b via RF signals 1 14d, 1 14e and 1 14f, respectively. A transceiver (not shown) in 
transceiver station 112a is illustrated as communicating a pollution information 
message to transceiver station 112b via signal 118a. The transceivers 102a-102f, 
and/or transceivers residing in the transceiver stations 1 12a-l 12c, may be identical to 
each other or be configured to have different characteristics, such as different 
bandwidths, frequencies and/or signal broadcast strengths. 

Each of the transceiver stations 11 2a- 11 2c detects a broadcasted emergency 
message from a broadcasting transceiver 102a-102f, depending upon the strength of 
the broadcasted emergency message and the distance of the transceiver station 112a- 
112c from the broadcasting transceiver. That is, a transceiver station 11 2a- 112c 
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detects broadcasted emergency messages from any transceivers and/or any transceiver 
stations in its reception range. Preferably, transceiver stations 11 2a- 112c reside at a 
suitably elevated location, such as on a tower 116, high building, mountain top or the 
like to facilitate reception and transmission of emergency messages. Emergency 
messages from the transceivers 102a-102f are relayed by the transceiver stations 1 12a- 
112c to the transceiver unit 106 via RF signals 11 8a- 118c. Each transceiver station 
has a transceiver (network transceiver) configured to communicate emergency 
messages with the transceivers 102a-102f, transceiver stations, and/or at least one 
transceiver unit 106. The transceivers residing in the transceiver station may be the 
same as one of the transceivers 102a-102f, or be configured to have different 
characteristics such as different bandwidths, frequencies and/or signal broadcast 
strengths. In some applications, a unique identification code associated with the 
broadcasting transceiver station is added to the emergency message. 

For example, an emergency message detected by the transceiver station 1 12a is 
relayed to the transceiver station 1 12c via RF signal 1 18a. The emergency message is 
then relayed by the transceiver station 112c to the transceiver unit 106 via RF signal 
118c. Similarly, an emergency message detected by the transceiver station 112b is 
relayed to the transceiver station 112c via RF signal 118b. Then, the emergency 
signal is relayed by the transceiver station 112c to the transceiver unit 106 via RF 
signal 118c. 

One embodiment of the emergency message control system employs 
transceivers that use standardized digital communication formats such that the 
information is communicated as packetized units of digital data. Other embodiments 
employ other suitable communication formats. Other suitable communication formats 
may be either digital or analog signals. 

The transceiver unit 106 converts received emergency messages into a suitable 
communication signal formatted for communication over a hardwire connection 108. 
In one embodiment, the transceiver unit 106 formats the received broadcasted RF 
emergency messages into a standardized RF 232 signal. Another embodiment 
converts the received emergency messages into a standardized RS 485 signal. A 
transceiver unit 106 may be configured to convert the received emergency messages 
from the transceivers 102a-102f and/or transceiver stations 112a-112c of the 
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transceiver network 100 into any suitable signal for transmission over a hardwire 
interconnection, such as, but not limited to, a metallic conductor, a coaxial cable, an 
optical fiber cable or the like. In some applications, a unique identification code 
associated with the transceiver unit 106 is added to the emergency message. 

When transceivers (not shown) at many additional customer premises (not 
shown) are integrated into the transceiver network 100, one skilled in the art will 
appreciate that a large network of transceivers will be able to communicate emergency 
messages to the emergency message management controller 302. For convenience of 
illustration, only a limited number of customer premises 103a-103f are illustrated in 
FIG. 1. Many other customer premises may be incorporated into the transceiver 
network 100 such that all of the transceivers of the customer premises are 
communicating to the emergency message management controller 302 via the 
transceiver network 100. 

A portion of the transceiver network 100 illustrated in FIG. 1 is configured 
according to the strength of the broadcasted RF signals 114a-l 14f from the plurality 
of transceivers 102a-102f, and the strength of the broadcasted signals 1 18a- 1 18c from 
the plurality of transceiver stations 11 2a- 112c. Thus, many more customer premises 
can be configured to communicate with any number of a plurality of transceiver units 
located out in a serviced area. For example, a transceiver unit 120 is illustrated 
coupled to the site controller 104 via connection 122. Transceiver unit 120 is 
configured to communicate with another transceiver network (not shown). Thus, 
transceiver unit 120 may serve one geographic region and transceiver unit 106 may 
service a different geographic region. Cut-away line 1 24 indicates separation of the 
geographic regions. However, the geographic regions are, in reality, artificial in that 
any transceiver may communicate with any other transceiver unit so long as its 
broadcast signal strength is sufficient to be detected by the transceiver unit. Thus, any 
boundary associated with a geographic reign is easily redefined or changed by simply 
reconfiguring the defined communication path for a transceiver, as described in 
greater detail below. 

Site controller 104 is configured to communicate with any desired number of 
transceiver units. Furthermore, a plurality of site controllers can be deployed within a 
service area, thereby increasing the area of coverage of the transceiver network 100. 
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There are no known limitations that would limit the number of transceivers in 
communication with the emergency message system control center 300 (FIG. 3) when 
a suitable number of transceiver units and site controllers are implemented with a 
plurality of transceivers to form a transceiver network 100. 

Site controller 104, in another embodiment, is configured to include other 
functionalities. Such functionalities may be implemented in a site controller without 
departing substantially from the operation and functionality of the invention. For 
example, a site controller 104 may be configured to transmit acknowledgement signals 
back to the transceiver initiating the emergency message or another designated 
transceiver. Such an embodiment is particularly advantageous in indicating to a 
person that emergency assistance is on the way or that an emergency message has 
been received from a location of interest, such as the person's home or business. In 
some applications, a unique identification code associated with the site controller 104 
is added to the emergency message. 

Furthermore, for convenience of illustration, the site controller 104 and the 
transceiver unit 106 are illustrated as separate components coupled together via 
connection 108. In another embodiment, the transceiver unit 106 and the site 
controller 104 are incorporated into a single unit that performs substantially the same 
functionality of the transceiver unit 106 and the site controller 104. Alternatively, the 
transceiver unit 106 and site controller 104 may be conveniently included in the same 
housing. Such an alternative embodiment is particularly advantageous when it is 
desirable to centrally locate components to provide easy access and/or when it is 
desirable to enclose the devices in a single environmentally protective enclosure. 

Each one of the transceivers, transceiver stations and transceiver units, have a 
unique identification code, such as a unique alpha-numeric identification code, a 
hexa-decimal code, or a like identification code. For example, transceiver 102b may 
have the unique identification code "102b". When an emergency message is relayed 
by the transceiver 102b to the emergency message management controller 302 (FIG. 
3), the emergency message is tagged or otherwise identified with the unique identity 
code "102b". Thus, the emergency message management controller 302 knows where 
the transceiver 102b is located since location information for the transceiver 102b is 
retained in a database 314 (FIG. 3), described in greater detail below. To determine 



10 



^^LhR Docket No. 081607-1200 

the location of the transceiver generating an emergency message, the emergency 
message management controller 302 need only associate the location information in 
the database 314 with the unique identification code of the transceiver since the 
emergency message contains the identification code of the transceiver. Also, in one 
embodiment, the nature of the emergency can be determined if the type of detection 
device coupled to the transceiver 102b is described in the database 314. 

Furthermore, the emergency message management controller 302 may 
specifically poll the transceiver 102b to provide information by broadcasting a signal, 
using the unique identification code "102b", such that the transceiver 102b recognizes 
that it is instructed to broadcast the status information back to the emergency message 
management controller 302. The emergency message management controller 302, via 
site controller 104, instructs transceiver 106 to broadcast an information request signal 
to the transceiver 102b. Thus, transceiver unit 106 broadcasts an information request 
signal to transceiver station 1 12c. Transceiver station 1 12c broadcasts the information 
request signal to transceiver station 112a, which then broadcasts the information 
request signal to the transceiver 102b. 

Similarly, the emergency message management controller 302 is in 
communication with all of the individual transceivers of FIG. 1 such that an 
emergency message is associated with specific transceivers. Furthermore, the 
emergency message management controller 302 may request information from any 
desired transceiver integrated into the transceiver network 100. 

c. Integrating the Emergency Message Transceiver System Into An 
Emergency Message System Control Center 

FIG. 3 is a block diagram illustrating selected components of one embodiment 
of an emergency message system control center 300 in communication with the 
transceiver network 100. Included as an integral component of the emergency 
message communication system is the emergency message management controller 
302. The emergency message management controller 302 is coupled to at least one of 
the previously described site controllers 104 via connection 306. Connection 306 is 
coupled to connection 110 (FIGs. 1 and 2) through an intermediary communication 
system, described in greater detail below. 
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The emergency message management controller 302 includes at least a 
processor 308, a memory 310 and an interface 312. Memory 310 includes at least a 
database 314 and the emergency message management controller logic 316. 
Processor 308 is coupled to the memory 310 via connection 318 and is coupled to the 
interface 312 via connection 320. 

When one the plurality of transceivers residing in the transceiver network 100 
transmits an emergency message, the emergency message management controller 302 
receives the emergency message and stores the received emergency message into 
database 314 or in another suitable location in a memory. Processor 308 executes the 
emergency message management controller logic 316 to appropriately store the 
received emergency message into the database 314 or in another suitable location in a 
memory. In one embodiment, database 314 employs a look-up table. 

The database 314 includes information of interest such as, but not limited to, 
the identification code of each the transceivers, the location of the transceiver, and the 
nature of the emergency situation. The nature of the emergency situation in some 
applications is determined by the type of device to which the transceiver is coupled to. 
For example, if the transceiver is coupled to a smoke detector, the database 314 
includes information indicating that a smoke detector is coupled to the transceiver 
such that an emergency message received from that transceiver indicates the possible 
presence of a fire based upon smoke detected by the smoke detector. 

Other information of interest may also be included in the database 314. For 
example, but not limited to, information identifying the specific customer, customers 
address and/or attributes of the customer's security system may be included within 
database 314. Also, individuals that should be contacted when an emergency message 
is received may also be included in the database 314. The nature of the monitoring 
device that is monitored by the transceiver may also be included within the database 
314. Such information pertaining to the nature of the monitoring device includes, but 
is not limited to, make, model, manufacturer, manufacture date and/or components 
Accordingly, any type of information of interest may be included within the database 
314. Furthermore, information regarding attributes of the transceivers, the transceiver 
stations, the transceiver units and the site controllers, such as, but not limited to, 
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make, model, manufacturer, manufacture date, components, identification codes 
and/or locations, may be included in database 314. 

The emergency message management controller 302 is illustrated as being 
coupled to the control console 322, via connection 324. Typically, the control room 
operators 304 interface with the various components residing in the emergency 
message system control center 300 via one or more control consoles 322. Information 
is displayed on a suitable interface device, such as a display screen 326. Thus, a 
control room operator 304, after determining a valid emergency message is received, 
requests appropriate emergency assistance from the appropriate emergency provider. 

d. Communication Between Site Controllers and the Emergency Message 
Management Controller 

As described above with reference to FIGs. 1-3, a site controller 104 (FIGs. 1 
and 2) is in communication with the interface 312 residing in the emergency message 
management controller 302 (FIGs. 3 and 4). FIG. 4 is a block diagram illustrating 
alternative intermediate communication systems employed by the emergency message 
communication system. Three exemplary site controllers 402, 404 and 406 are 
illustrated as being coupled to the interface 312 residing the emergency message 
management controller 302 via three communication systems. These exemplary 
intermediate communication systems are intended to illustrate some possible 
communication systems through which the connections 110 (FIGs. 1-2) and 306 (FIG. 
3) may coupled to such that the emergency message communication system enables 
communication between the site controllers and the emergency message management 
controller 302. 

Site controller 402 is communicating to interface 312 via a public switched 
telephone network (PSTN) 408, via connections 110 and 306. Thus, site controller 
402 is configured to provide a suitable signal having an emergency message that is 
provided to the PSTN 408. PSTN 408 receives the suitably configured emergency 
message from the site controller 402 and relays the emergency message to the 
interface 312. Interface 312 converts the received emergency message from the PSTN 
408 and reformats the emergency message into a suitable communication signal that is 




13 




R Docket No. 08 1 607- 1 200 



provided to processor 308 (FIG. 3) such that the emergency message is stored in the 
database 314 (FIG. 3) in a manner described above. 

In one embodiment, when the emergency message management controller 302 
issues an acknowledgement signal, the interface 312 converts the acknowledgement 
signal into a suitable signal formatted for communication over the PSTN 408. The 
suitably formatted acknowledgement signal is then communicated through the PSTN 
408 and is transmitted to the site controller 402 via connections 306 and 1 10. The site 
controller 402 then converts the received acknowledgement signal from the PSTN 408 
into a suitably formatted signal for transmission out to the selected transceiver(s) as 
described above. 

The components (not shown) residing in the interface 312 and the site 
controller 402 that are configured to transmit, receive and convert signals from the 
PSTN 408 are known in the art and, therefore, are not described in detail herein other 
than to the extent necessary to understand the operation and functioning of these 
components when employed as part of the interface 312 and the site controller 402. 
Such known components are too numerous to describe in detail herein, and that any 
configuration of such known components having the above-described functionality 
may be implemented in the interface 312 and the site controller 402 without departing 
substantially from the emergency message control system. Any such implementation 
of components configured to receive and convert communication signals from PSTN 
408 are intended to be within the scope of this disclosure and to be protected by the 
accompanying claims. 

Site controller 404 is communicating to interface 312 via a digital 
communication system 410, via connections 110 and 306. Thus, site controller 404 is 
configured to provide a suitable signal having an emergency message that is provided 
to the digital communication system 410. The digital communication system 410 is a 
based communication system configured to communication information in a digital 
format. Non-limiting examples of such digitally based communications systems 
include digital subscriber loops (DSL), X.25, Internet protocol, (IP), Ethernet, 
Integrated services digital network (ISDN) and asynchronous transfer mode (ATM). 
Such digital communication systems may employ a PSTN, a frame relay based 
network and/or cable network. Furthermore, such digital communication systems may 
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employ combinations of the above-described systems having a plurality of segments 
employing different technologies on each segment. 

The digital communication system 410 receives the suitably configured 
emergency message from the site controller 404 and relays the information to the 
interface 312. Interface 312 converts the received emergency message from the digital 
communication system 410 and reformats the emergency message into a suitable 
communication signal that is provided to processor 308 (FIG. 3) such that the 
emergency message is stored in the database 314 (FIG. 3) in a manner described 
above. 

In one embodiment, when the emergency message management controller 302 
issues an acknowledgement signal, the interface 312 converts the acknowledgment 
signal into a suitable signal formatted for communication over the digital 
communication system 410. The suitably formatted acknowledgement signal is then 
communicated to the digital communication system 410 and is transmitted to site 
controller 404, via connections 306 and 1 10. The site controller 404 then converts the 
received acknowledgement signal from the digital communication system 410 into a 
suitably formatted signal for transmission out to the selected transceiver(s) as 
described above. 

The components (not shown) residing in the interface 312 and site controller 
404 that are configured to received and convert signals from the digital 
communication system 410 are known in the art and, therefore, are not described in 
detail herein other than to the extent necessary to understand the operation and 
functioning of these components when employed as part of the interface 312 and the 
site controller 404. Such known components are too numerous to describe in detail 
herein, and that any configuration of such known components having the above- 
described functionality may be implemented in the interface 312 and the site 
controller 404 without departing substantially from the emergency message 
communication system. Any such implementation of the components configured to 
receive and convert communication signals from the digital communication system 
are intended to be within the scope of this disclosure and to be protected by the 
accompanying claims. 
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Site controller 406 is communicating to interface 312 via a Internet system 
412, via connections 1 10 and 306. Thus, site controller 406 is configured to provide a 
suitable emergency message to the Internet system 412. Internet system 412 receives 
the suitably configured emergency message from the site controller 406 and relays the 
information to the interface 312. Interface 312 converts the received emergency 
message from the Internet system 412 and reformats the emergency message into a 
suitable communication signal that is provided to processor 308 (FIG. 3) such that the 
emergency message is stored in the database 314 (FIG. 3) in a manner described 
above. 

When the emergency message management controller 302 issues an 
acknowledgement signal, the interface 312 converts the acknowledgement signal into 
a suitable signal formatted for communication over the Internet system 412. The 
suitably formatted acknowledgement signal is then communicated through the Internet 
system 412 and is transmitted to the site controller 406, via connections 306 and 110. 
The site controller 406 then converts the received acknowledgement signal from the 
Internet system 412 into a suitably formatted signal for transmission out to the 
selected transceiver(s) as described above. 

The components (not shown) residing in the interface 312 and the site 
controller 406 that are configured to transmit, receive and convert signals from the 
Internet system 412 are known in the art and, therefore, are not described in detail 
herein other than to the extent necessary to understand the operation and functioning 
of those components when employed as part of the interface 312 and the site 
controller 406. Such known components are too numerous to describe in detail 
herein, and that any configuration of such known components having the above- 
described functionality may be implemented in the interface 312 and the site 
controller 406 without departing substantially from the emergency message 
communication system. Any such implementation of components configured to 
receive and convert communication signals from the Internet system 412 are intended 
to be within the scope of this disclosure and to be protected by the accompanying 
claims. 

Other embodiments of the site controllers and the interface 3 1 2 are configured 
to communicate with other communication networks or combination networks having 
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a plurality of segments employing different communication technologies on each 
segment. For example, a site controller and a interface could be configured to 
communicate over satellite based communication systems. Another example includes 
a combination system that employs the PSTN 408 and the Internet system 412. Such 
a combination system includes an interface device to interface the PSTN 408 with the 
Internet system 412. There are no intended limitations with respect to the interfacing 
communication technology through which a site controller and an interface 312 (FIG. 
3) communicate. Any such implementation of a site controller and an interface 312 
configured to communicate through a communication technology in accordance with 
the operation and functionality of the emergency message system described herein is 
intended to be within the scope of this disclosure and to be protected by the 
accompanying claims. 

One embodiment of the site controller and/or interface 312 employs a plurality 
of standardized components, and is configured to receive an interface card. The 
interface card is configured to provide connectivity to the communication system that 
is used by the emergency message communication system to communicate over. Such 
an embodiment is particularly suited to implementing a mass produced emergency 
message system. 

One embodiment of the site controller includes additional components (not 
shown) that apply an encryption to emergency messages transmitted to the emergency 
message management controller 302 (FIG. 3). Similarly, the interface 312 (FIG. 3) 
may be configured to transmit encrypted emergency messages. The received 
emergency messages are decrypted by the receiving device. Such an embodiment is 
desirable when security of the emergency message is important, such as, but not 
limited to, emergency messages generated by transceiver employed in an integrated 
security system 208 (FIG. 2). 

e. Embodiment of an Emergency Message Transceiver in an Integrated 
Security System 

FIG. 2 is a block diagram illustrating one embodiment of an emergency 
message transceiver system with transceivers 202a-202f Each one of the transceivers 
202a-202f are coupled to an exemplary detection device 204a-204f residing in one of 
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the exemplary customer premises of FIG: 1. In one embodiment, the customer 
premises 200 includes a wall-mounted base station 206 to form an integrated security 
system 208, as described below. Such an integrated security system is suitable for 
installation in a residence, business or other type of customer premises. 

The exemplary detectors 204a-204f illustrate selected types of a variety of 
detection devices that may be employed as part of an integrated security system 208. 
For example, detector 204a is configured to detect the presence of smoke. Thus, 
smoke detector 204a indicates a possible fire at the customer premises 200 when 
smoke is detected. 

Detector 204b is configured to sense movement of intruders within the 
customer premises 200. Detector 204c is configured to detect the opening of window 
210. Similarly, detector 204d is configured to detect the opening of door 212. 
Detector 204e is a pressure sensitive detecting device that detects the pressure of an 
intruder walking over the carpet 214. Detector 204f is configured to detect sound 
waves 216, such as sound associated with glass breakage or forced entry through the 
door 212. Thus, detectors 204b-202f are configured to detect an intrusion into the 
customer premises 200 so ttiat an emergency message may be generated. 

In one embodiment, each of the detectors 204a-204f are coupled to a 
transceiver 202a-202f, respectively, such that the emergency message is broadcasted 
out to the transceiver station 212 via signal 210. Since each transceiver has a 
predefined unique identification code, the identification code is used by the energy 
message management controller 302 to identify the detectors 204a-204f. 

For convenience of illustration, the transceivers 202a-204f are illustrated as 
residing outside each of its respective detectors and coupled to its respective detector 
by a connection. Such an embodiment is particularly advantageous for retrofitting 
detectors of an existing home security systems into the integrated security system 208. 

Alternatively, the transceivers 202a-202f are fabricated into each one of its 
respective detectors during the manufacturing process as an internal integrated 
component. Such an embodiment is particularly advantageous in providing for an 
integrated security system 208 that is easily installed with a minimum of labor and 
expense. That is, since each detection device includes an internal transceiver 
configured to transmit emergency messages, the installation of the detectors in the 
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customer premises 200 may be effected without the installation of signal wires to a 
central control panel in a home security system. 

Furthermore, the integrated security system 208 does not necessarily require a 
control panel in that each of the transceivers 202a-202e are configured to 
communicate directly with any transceiver station within its broadcast range, such as 
transceiver station 212. Furthermore, if the transceiver unit 106 is in a sufficiently 
close proximity to the transceivers 202a-202e, emergency message signals 
broadcasted by the transceivers 202a-202e may be directly detected by the transceiver 
unit 1 06 via signal 218. 

The integrated security system 208 may include other components. Such 
components may be coupled to a transceiver, or may include a transceiver as an 
internal integrated component, as described above. In one embodiment, control panel 
206 may be configured to coordinate with the other detectors 202a-202e. For 
example, a person authorized to enter the customer premises 200 may enter the 
customer premises and activate the motion detector 204b, the door opening detector 
204d, the pressure detector 204e and/or the noise detector 204f. The corresponding 
transceivers 202b, 202d, 202e and/or 202f generate an emergency broadcast signal 
that is detected by the control panel transceiver 220. Since the broadcasting 
transceiver(s) 202b, 202d, 202e and/or 202f are uniquely identified by their predefined 
identification code, the emergency message management controller 302 (FIG. 3) 
determines which of the detectors 204b, 204d, 204e and/or 204f have detected an 
intruder. 

The control panel 206 is then configured to allow a predefined period of time 
for the person entering the customer premises 200 to enter a security number or the 
like, via a keypad 222, such that the integrated security system 208 recognizes that the 
person is authorized to enter the customer premises 200. Accordingly, the control 
panel 206 employs the transceiver 206 to broadcast an emergency message indicating 
that a proper security code has been received and that the person entering the customer 
premises 200 is an authorized person. Thus, when the emergency signal from one or 
more of the transceivers 202b, 202d, 202e and/or 202f is followed by an emergency 
message from the transceiver 200 indicating that an appropriate security code has been 
timely received, the emergency message management controller 302 (FIG. 3) 
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receiving the emergency messages understands that the person entering the customer 
premises 200 is an authorized person and not an intruder. However, if the control 
panel 206 does not generate an emergency message indicating that an appropriate 
security code has been received, the emergency message management controller 302 
understands that an intruder in the customer premises 200 has been detected and then 
generates an appropriately configured emergency message that is transmitted to the 
control room operators 304, via the control console 322 (FIG. 3). The control room 
operators would then request suitable emergency assistance at the customer premises 
200. 

Similarly, smoke detector 204a may detect the presence of smoke such that the 
transceiver 202a transmits a corresponding emergency signal. If a person in the 
customer premises 200 is merely cooking dinner and burns some of the food, thereby 
generating the detected smoke, an actual fire condition may not be present. Thus, the 
person may enter a predefined security code through the control panel 206 such that 
an emergency message signal is transmitted by the transceiver 220, thereby indicating 
to the energy message management controller 302 that a fire is not present at the 
customer premises 200. 

In one embodiment, the emergency message management controller 302 may 
indicate to the control room operators 304 that the smoke detector 204a has detected 
smoke, but that the received security code indicates that an actual fire is not present 
and that emergency service from the fire department need not be summoned. 
Alternatively, another embodiment may not notify the control room operators 304 that 
the smoke detector 204a has detected smoke if the security code is received in a timely 
manner. However, with either embodiment, if the security code is not received by the 
control panel 206, an emergency message is transmitted to the control room operators 
304 indicating the detection of smoke by the smoke detector 204a. 

Because each transceiver 202a-202f is identified by a unique identification 
code, location information for each transceiver residing in the database 314 (FIG. 3) is 
used to precisely identify the location of the broadcasting transceiver, and therefore 
precisely identify the location of the emergency. Since the received emergency 
message includes the unique identification code of the transceiver generating the 
emergency message, the location is determined by associating the identification code 
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of the transceiver with information residing in database 314 (FIG. 3). Furthermore, 
additional information residing in the database 314 may indicate the nature of the 
emergency and/or provide other relevant information. For example, a message 
received from transceiver 202a, coupled to the smoke detector 204a (FIG. 2), may 
indicate that the smoke detector 204a has detected smoke. Accordingly, the control 
room operators 304 can summon emergency assistance from the fire department and 
direct the fire department personnel to the address of the customer premises 200 when 
an emergency message is received from the transceiver 202a. 

Similarly, if an intruder opens the window 210 such that the detector 204c 
detects the window opening, the transceiver 202c transmits an emergency message to 
the energy message management controller 302. Because the transceiver 202c is 
uniquely identified and the location of the transceiver 202c is specified in the database 
314, the control room operators 304 upon receiving the emergency message and the 
address location of the customer premises 200 could summon the police to investigate 
the presence of the opened window 210. 

As described above, emergency messages generated by any one of the 
detectors 204a-204f causes the emergency signal to be relayed through the transceiver 
network 100 (FIG. 1) such that the emergency message is received and processed by 
the emergency message management controller 302. In an alternative embodiment, 
the control panel 206, or other suitable coordination device, is configured to detect 
and recognize emergency messages broadcasted by the transceivers 202a-202f. Other 
transceivers within the broadcasting range of the transceivers 202a-202f are 
configured to ignore emergency messages broadcasted by the transceivers 202a-202f. 
Since the broadcasting transceiver(s) 202b, 202d, 202e and/or 202f are uniquely 
identified by their predefined identification code, the control panel 206 determines 
which of the detectors 204b, 204d, 204e and/or 204f have detected an intruder. 

Accordingly, if the appropriate security code is not received in a timely 
manner by the control panel 206, a single emergency message is broadcasted by the 
transceiver 220 to the emergency message management controller 302 (FIG. 3) in the 
manner described above. If a security code is received in a timely manner, no 
emergency message is broadcasted by the transceiver 220. That is, the control panel 
206, or other suitable coordinating device, coordinates emergency messages of the 
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integrated security system. Such an embodiment is particularly desirable when it is 
desirable to reduce the number of emergency messages transmitted to the emergency 
message management controller 302. 

For example, in the above-described embodiment employing the control panel 
206 as a coordinator of emergency messages for the integrated security system 208, 
the presence of an intruder may be detected by the motion detector 204b. An 
emergency message broadcasted by the transceiver 202b is detected by the transceiver 
220 and relayed to the control panel 206. Should the transceiver station 212 be within 
the broadcast range of the transceiver 202b, a transceiver (not shown) residing in the 
transceiver station 212 is configured to ignore any emergency messages from the 
transceiver 202b. Accordingly, if the authorized security code is not received in a 
timely manner by the control panel 206, a single emergency message is broadcasted by 
the transceiver 220. The transceiver residing in the transceiver station 212 is 
configured to detect the emergency message from the transceiver 220, thereby relaying 
the emergency message to the emergency message management controller 302, as 
described above. 

The integrated security system 208 may further include a personal security 
device 214. The personal security device 200 is coupled to or included as an internal 
component a transceiver 216. The transceiver 216, in one embodiment, is configured 
to communicate with the control panel 206. Thus, if an authorized person desires to 
enter the customer premises 200, the person enters the appropriate security code 
through a keypad 218 on the personal device 214. The transceiver 216 relays the 
security code signal to the transceiver 206 such that the control panel 200 recognizes 
that a valid security code has been received. Accordingly, the control panel 206 
generates an emergency signal, broadcasted by the transceiver 220, indicating that the 
security code has been received in a timely manner. Alternatively, in an embodiment 
employing a control panel 206 is a coordinator of emergency messages, the 
transceiver 220 does not broadcast an emergency message upon receiving the security 
code in a timely manner. 

In another embodiment, the personal device 214 generates an emergency 
signal having the security code such that the transceiver 216 directly transmits the 
security code to the energy message management controller 302. Thus, the personal 
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device 214 is forming the same functionality as the control panel 206. Here, the 
integrated security system 208 would not necessarily employ the control panel 206, 
but employs one or more of the personal devices 214 to broadcast an emergency 
message indicating that the security code has been received in a timely manner. 

Furthermore, the personal device 214 provides a convenient way for a person 
to remotely arm the integrated security system 208. That is, a person arms the 
integrated security system 208 from outside of the house. Such a feature is convenient 
if the person desires to arm the integrated security system 208 when leaving the 
customer premises 200. Similarly, the person may arm the integrated security system 
208 when inside the customer premises 200. For example, if the integrated security 
system 208 is installed in a residence, the person may arm the integrated security 
system 208 from the bedside or other convenient location. 

The exemplary detectors 204a-204f described above are intended to merely 
illustrate a few of the wide variety of detectors and other devices that are integrated 
into the integrated security system 208. Other types of suitable detectors include, but 
are not limited to, detectors for water, moisture, temperature or humidity. Such 
detectors are configured to generate an emergency message that is broadcasted by a 
transceiver coupled to or residing in the detector. 

Furthermore, a variety of appliances, such as but not limited to, a TV or a 
toaster, are easily be integrated into the integrated security system 208. For example, 
it may be desirable to monitor the operating status of a toaster for safety reasons. 
Thus, if a toaster is left on after use, the transceiver generates an emergency message 
indicating that the toaster has inadvertently been left on such that a potential fire 
hazard is created. Accordingly, the control room operators could initiate an 
appropriate response to ensure that the toaster is turned off before a fire occurs. For 
example, the control room operators 304 could summon the fire department or contact 
the owner of the customer premises 200. 

As described above, the exemplary detector 204a-204f are described as 
detector devices installed in a fixed location within the customer premises. Such 
devices may be installed in other convenient locations, such as, but not limited to, 
outside the customer premises. 
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Furthermore, the detectors may be portable or moveable. For example, but not 
limited to, the motion detector 204b (and its associated transceiver 202b) may be 
relocated to another location within the customer premises 200 to change the are of 
coverage provided by the motion detector 204b. 

Also, the detectors may be installed on moveable property, such as an 
automobile, truck, boat, airplane, art object or the like. In another embodiment, a 
transceiver is coupled to or integrated within a monitor that is attached to a person. 
Such an embodiment may be particularly advantageous when the detector is 
monitoring a health condition, such as a person's heartbeat rate or the like, or when 
the detector is determining location, such as the location of a child, pet, art object or 
the like. 

In yet another embodiment, emergency messages are relayed directly to the 
personal security device 214 such that the person possessing the personal security 
device 214 is made aware of the emergency messages from the integrated security 
system 208. The emergency management controller 302 (FIG. 3) communicates the 
emergency message out into the network 100 (FIG. 1). Since the personal security 
device is identified by a unique identification code, the message is directed to the 
personal security device 214 by including the identification code of the personal 
security device 214 in the emergency message. One embodiment employs a beeper or 
other noise generator, a light indicator, a vibrator or the like to get the attention of the 
person. 

For example, if the person is at work, and an intruder enters the customer 
premises 200 such that the motion detector 204b causes the transceiver 202b to 
broadcast an emergency message, the person is directly notified of the emergency 
message. The emergency message broadcasted by the transceiver 202b (assuming the 
failure to receive an appropriate security code entry) is broadcasted out to the 
transceiver station 212. The transceiver station 212 relays the emergency message, via 
transceiver unit 106 and the site controller 104, to the emergency message 
management controller 302 (FIG. 3). The emergency message management controller 
302 then causes an emergency message to be transmitted to the personal security 
device 214 so that the owner of the customer premises 200, or another appropriate 
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individual, is aware that the motion detector 204b has detected the presence of an 
intruder. 

f. Embodiment of an Always-On Appliance Transceiver 

FIG. 5 is a block diagram illustrating an embodiment of an emergency 
message transceiver 502 coupled to an always-on appliance unit 504 residing in the 
customer premises. The exemplary always-on appliance unit 504 is illustrated as a 
cable television (TV) set box. Other suitable always-on appliances may be configured 
to communicate with an emergency message transceiver 502. For example, a home 
personal computer (PC), a security alarm system control panel, a digital 
telephone/message system, or a fax machine are other examples of suitable always-on 
appliances configured to operate with a transceiver of the present invention. Such 
always-on appliances typically include a display device such that an emergency 
message could be indicated to a person viewing the display device. Furthermore, the 
always-on appliance may be a mobile appliance such as a pager, cell phone or the like. 

The phrase "always-on appliance" as used herein designates an appliance that 
is probably on for periods of time such that a person viewing the appliance for its 
normal intended use is likely to be notified of a received emergency message. For 
example, a TV may not always be on, but rather on for periods of time. Similarly, a 
pager may be occasionally turned off, such as when the user is in a theater or sleeping 
at night. Such devices are considered as always-on appliances herein. 

According to the exemplary system illustrated in FIG. 5, the cable TV set box 
508 is coupled to an external TV cable system (not shown) via a cable 506 that is 
coupled to a cable TV wall outlet 508. TV signals from the cable TV network are 
provided to the TV 510 via cable 512. For convenience, the cable TV set box 504 and 
the TV 510 are illustrated as sitting on the table 514. The emergency message 
transceiver 502 is coupled to the cable TV set box 504 via connection 516. 
Alternatively, the emergency message transceiver 502 is incorporated internally within 
the cable TV set box 504 as an integral integrated component. 

When an emergency message is received by the emergency message 
management controller 302 (FIG. 3), it may be desirable to communicate the 
emergency message to an individual in close proximity to the always-on appliance. 
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For example, a tornado detector may detect the possible presence of a tornado. 
An emergency message transceiver (not shown) coupled to the tornado detector (not 
shown) generates an emergency message to the emergency message management 
controller 302. The transceiver coupled to the tornado detector has a predefined 
unique identification code. Because the location of the transceiver coupled to the 
tornado detector is precisely known, since the identification code of the transceiver is 
associated with data in the database 314 (FIG. 3), the emergency message 
management controller 302 generates an emergency message that is broadcasted out to 
the emergency message transceiver 502. The emergency message is directed to the 
emergency message transceiver 502 by specifying the unique identification code of the 
emergency transceiver 502 in the broadcasted emergency message. Furthermore, the 
emergency message may be directed to many different locations by specifying 
identification codes in the emergency message. 

Similarly, the transceiver 502 can be configured to receive an emergency 
message generated by one of the above-described transceivers 202a-202f employed in an 
integrated security system 208 (FIG. 2). Also, the transceiver 502 can be configured to 
receive an emergency message generated by one of the above-described transceivers 
216, or a personal emergency message transceiver 602 described below, or a 
transceiver configured to detect emergency 911 calls as described below. 
Accordingly, a person viewing the always-on device is made aware that one of the 
transceivers 202a-202f coupled to detection devices 204a-204f, or the wall-mounted 
base station 206, have generated an emergency message. As described above, the 
emergency message communicated to the always-on appliance includes other 
information of interest, such as, but not limited to, the nature of the emergency situation. 

In one embodiment, the emergency message transceiver 502 is configured to 
generate an emergency message signal that is configured to be displayed on the 
always-on appliance. Such an embodiment includes a signal generator (not shown) 
that process the received emergency message into a signal suitably formatted for the 
always-on appliance. In the exemplary system illustrated in FIG. 5, an emergency 
message is displayed on a display 518 residing on the cable TV set box 504. 
Furthermore, another embodiment is configured to generate an appropriate emergency 
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message on the TV 510 such that a person viewing the TV 510 would understand that 
a tornado, and its corresponding location, has been detected. 

Some embodiments of the always-on appliance are configured to receive 
communications from a person that has received the emergency message. For 
example, the always-on appliance may be a PC. Accordingly, when the user of the PC 
receives the emergency message, the user may respond with a request for additional 
information and/or may request emergency assistance. For example, if the received 
emergency message indicates that a tornado has been detected in close proximity to 
the emergency message transceiver 502, the user of the PC may request emergency 
help to effect an evacuation of the premises. Such an embodiment may be particularly 
useful if physically impaired people and/or small children requiring assistance in 
evacuations are nearby the always-on appliance. 

In yet another embodiment, the request for additional information or for 
emergency assistance is made using the control panel 206 and/or the personal security 
device 214 (FIG. 2). Here, the person receiving the emergency message from the 
always-on appliance uses the keyboards coupled to the control panel 206 and/or the 
personal security device 214 to generate an emergency message requesting additional 
information and/or emergency assistance to the transceiver 502. The transceiver 502 
then relays the request for additional information or emergency assistance back to the 
energy message management controller 302 (FIG. 3). Accordingly, the control room 
operators 304 provides the additional information and/or request emergency assistance 
from the appropriate public emergency service agencies. 

g. Embodiment of a Personal Emergency Transceiver 

FIG. 6 is a block diagram illustrating an embodiment of a personal emergency 
message transceiver 602. The personal emergency transceiver 602 includes a 
transceiver 604 in accordance with the present invention. The transceiver 604 
includes or is coupled to a memory (not shown) having a predefined unique 
identification code. 

For convenience of illustration, the transceiver 604 is illustrated as an internal 
component of the personal emergency message transceiver 602, as indicated by the 
two cut-away lines 606. One embodiment of the personal emergency message 
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transceiver 602 includes at least one button 608. Button 608 may be any suitable 
pressure sensitive device or switch device that is manually actuated by a person. 
Another embodiment includes a keypad 610 having a plurality of push buttons or the 
like. Another embodiment includes a speaker 612, a light 614, a display 618, and/or a 
microphone (not shown). Other embodiments may employ various combinations of 
the button 608, the keypad 610 and the speaker 612. 

The personal emergency message transceiver 602 is preferably a very small, 
easy to carry device. The personal emergency message transceiver 602 is sufficiently 
small to conveniently carry in a person's pocket, clip onto the person's belt or the like, 
fit into a purse and/or attach to a key chain or other convenient apparatus. 

Each of the above-described embodiments of the personal emergency message 
transceiver 602 are configured to generate and/or receive signals to and/or from the 
transceiver 604, via connection 620. For example, the button 608 is configured to 
generate a signal such that when the person using the personal emergency message 
transceiver 602 actuates button 608, an emergency message (which includes the 
unique identification code of the emergency message transceiver 602) is broadcasted 
by the transceiver 604. The emergency message broadcasted by the transceiver 604 is 
detected by any other transceiver of the transceiver network 100 (FIG. 1) such that the 
detected emergency message is relayed to the emergency message management 
controller 302 (FIG. 3) by the network transceivers in the manner described above. 
As the first network transceiver relays the emergency message, the network 
transceiver adds its unique identification code to the emergency message. When the 
emergency message reaches the emergency management controller 302, the 
emergency message includes the unique identification code of the broadcasting 
personal emergency message transceiver 602 and the first network transceiver. (Other 
embodiments may include the identification code of all network transceivers relaying 
the emergency message to the emergency message management controller 302.) 

Although the exact location of the personal emergency message transceiver 
602 is not precisely known because the emergency message transceiver 602 itself is 
portable, the precise location of the first network transceiver relaying the broadcasted 
emergency message is precisely known [since location information for the first 
relaying network transceiver resides in the database 314 (FIG. 3)]. Accordingly, the 
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emergency message management controller 302, based upon the known location of 
the receiving transceivers, may closely approximate the location of the personal 
emergency message transceiver 602. Furthermore, if multiple transceivers in the 
transceiver network 100 detect the broadcasted emergency message from the 
transceiver 604, the emergency message management controller logic 316 executes a 
position determination algorithm to triangulate more precisely the location of the 
personal emergency message transceiver 602. 

In the embodiment of the personal emergency message transceiver 602 
employing a keypad 610, the person using the personal emergency message 
transceiver 602 uses the keypad 610 to generate alpha-numeric messages. For 
example, an alpha-numeric message may indicate a need for a particular type of 
emergency assistance, such as an ambulance, the police, the fire department or a tow 
truck. One embodiment of the personal emergency message transceiver 602 employs 
a number of push buttons or the like, each configured for a particular type of 
emergency situation. For example, one button may selectively indicate a need for an 
ambulance, and another button may indicate the need for a tow truck. Another 
embodiment of the personal emergency message transceiver 602 is configured with a 
plurality of buttons, or the like, each button being associated with one or more alpha- 
numeric characters. Accordingly, the user of such an embodiment having a keypad 
with a plurality of buttons associated with alpha-numeric characters may generate a 
customized emergency message that is broadcasted by the transceiver 604. For 
example, the person using the personal emergency message transceiver 602 could 
generate a message such as "call wife, working late at home" or another suitable 
message. 

An embodiment of the personal emergency message transceiver 602 
employing a speaker 612 provides for audible communications with the person using 
the personal emergency message transceiver 602. For example, the personal 
emergency message transceiver 602 generates a sound to indicate to the user that an 
emergency message of interest has been received. Accordingly, the audible sound 
may prompt the user to call into the emergency message management controller 302 if 
an intruder has been detected, in a manner described above, at the customer premises 
200 by the integrated security system 208 (FIG. 2). Another embodiment provides an 
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audible signal indicating more precisely the nature of the emergency message of 
interest. For example, the speaker 612 audibly broadcasts out a message such as 
"intruder detected at residence" or another suitable audible message. Furthermore, 
another embodiment is configured to include a microphone (not shown) that is 
configured to receive audible messages from the user and to broadcast the audible 
message by the transceiver 604. 

Another embodiment employs a light source 614 to notify the user of the 
personal emergency message transceiver 602 that an emergency message of interest 
has been received by the emergency message management controller 302 (FIG. 3). 
For example, the light source 614 could be a light emitting diode (LED), an 
incandescent light or other light generating device. Other embodiments of the 
personal emergency message transceiver 602 employ other devices to notify the user 
that an emergency message of interest has been received. For example, one 
embodiment employs a vibratory device (not shown) that provides an indication to the 
user through a vibratory movement of the personal emergency message transceiver 
602. 

Another embodiment of the personal emergency transceiver 602 employs a 
display 618. Display 618 is configured to receive emergency messages from the 
emergency message management controller 302 (FIG. 3) and indicate information 
associated with the received emergency message. For example, display 618 may use 
alpha-numeric symbols to indicate the nature and the location of the emergency 
message. Accordingly, the display 618 may show an emergency message such as 
"intruder at home" or another suitable message. Furthermore, another embodiment of 
the personal emergency message transceiver 602 employs the display 618 for 
indicating general events of interest, such as stock market activity, national 
emergencies, holidays or the like. The display 618 may be any suitable device for 
displaying an emergency message. For example, but not limited to, the display 618 
may be a flat panel screen, a LED screen, a liquid crystal display (LCD) or any other 
known screen device. 

Another embodiment of the personal emergency message transceiver 602 
employing a keypad 610 may be further configured to perform the same functionality 
of the personal device 214 (FIG. 2) having the keypad 218. Such an embodiment is 
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particularly advantageous when integrating the personal emergency message 
transceiver 602 into a transceiver network 100 (FIG. 1) that is configured for a 
multiplicity of purposes. 

h. Embodiment of an Emergency Transceiver Detecting 91 1 Calls 

FIG. 1 illustrates an embodiment of another personal emergency message 
transceiver 124. The personal emergency message transceiver 124 is configured to 
have similar functionality as a mobile communication device, such as a mobile 
telephone, radio, pager, cell phone or the like. Thus, the personal emergency message 
transceiver 124 is capable of providing voice communication services and is 
configured to generate emergency messages broadcasted by a transceiver (not shown). 
Another embodiment is configures to employ a separate transceiver for voice 
communications and a separate transceiver for communication of emergency 
messages. In yet another embodiment, a mobile communication device may be 
retrofitted with a transceiver, thereby creating a personal emergency message 
transceiver 124. Illustrative examples of mobile communication devices include 
mobile telephones, cellular devices, radios, pagers or the like. 

Special purpose keys residing on the personal emergency message transceiver 
124 are configured to have similar functionality as the button 608 and/or the keypad 
610 of the personal emergency message transceiver 602 (FIG. 6) described above. 

When a transceiver (not shown) residing in the personal emergency message 
transceiver 124 broadcasts an emergency message signal 126, the emergency message 
signal 126 is received by any of the transceivers of the transceiver network 100, such 
as transceiver 102f. Accordingly, the emergency message signal 126 is broadcasted 
by the transceiver 102f (via signal 114f) to the transceiver station 112b, and then to 
the transceiver station 1 12c (via signal 1 18b), and then to the transceiver unit 106 (via 
signal 1 18c), and then to the emergency message management controller 302 (FIG. 3). 
Alternatively, when the personal emergency message transceiver 124 is sufficiently 
close to the transceiver unit 106 such that the transceiver unit 106 is able to detect the 
emergency message broadcasted by the personal emergency message transceiver 124, 
then the transceiver unit 106 directly relays the emergency message to the emergency 
message management controller 302 (FIG. 3). 
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Another embodiment of the transceivers residing in the transceiver network 
100 are configured to detect emergency 911 calls from mobile communication 
devices, such as a mobile telephone, radio, pager, cell phone or the like. Such mobile 
communication devices include with the voice communications other information that 
identifies the mobile communication device. For example, some mobile 
communication devices employ an upper channel of the RF signal for communication 
of the other information. Another embodiment employs header information or the like 
in a digital communication signal. Such information is typically used for the 
determination of telephone related services, such as long distance telephone charges. 
When a person has subscribed to a service that employs the transceiver network 100 
for the detection of emergency messages, the transceivers within the transceiver 
network are configured to recognize that the emergency 911 call is generated by a 
subscribing customer. Accordingly, the emergency 911 call is recognized as an 
emergency message and is subsequently relayed onto the energy message management 
controller 302 (FIG. 3) as described above. This embodiment is particularly 
advantageous in that the emergency message management controller 302 may provide 
additional services and/or provide additional information to interested parties. 

The above-described embodiments of the transceivers configured to detect 
emergency 911 calls are particularly advantageous in determining the location of the 
device generating the emergency 911 call. For example, a person or small child 
making a 911 call may not be able to indicate location for any number of reasons. 
Accordingly, transceivers detecting the emergency 911 call generate an emergency 
message that includes the identification code of the detecting transceiver. When the 
emergency message is relayed to the emergency message management controller 302 
(FIG. 3), the location of the transmitting transceiver is precisely known since location 
information of the transceiver, included in database 314 (FIG. 3), is associated with 
the identification code contained in the received emergency message. Accordingly, 
the emergency message management controller 302, based upon the known location 
of the transceiver detecting the emergency 911 call, may closely approximate the 
location of the device generating the emergency 911 calls. Furthermore, if multiple 
transceivers in the transceiver network 100 detect the broadcasted emergency 91 1 call, 
the emergency message management controller logic 316 executes a position 
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determination algorithm to triangulate more precisely the location of the device 
generating the emergency 91 1 call. 

Furthermore, the emergency message management controller 302 may be 
configured to notify other interested parties that an emergency 911 phone call has 
been detected. Accordingly, the emergency message management controller 302 is 
configured to provide a message to the control room operators 304 with instructions to 
manually call another interested party. For example, the control room operators 304 
may be directed to call the mother when the husband or a child using a mobile 
communication device makes an emergency 91 1 call. As another example, the control 
room operators 304 may be directed to call a family physician, attorney, employer or 
the like when an emergency 911 call is detected. Another embodiment of the 
transceivers residing in the transceiver network 100 are configured to detect the actual 
voice message associated with the 911 emergency call and relay the voice 
communications from the mobile communication device to the control room operators 
304, via the emergency message management controller 302, as described above. 
Accordingly, the control room operators provide additional information to the called 
third party such as the approximate location of the mobile communication device and 
the nature of the emergency. 

Additionally, the energy message management controller 302, upon receiving 
an emergency message associated with a detected emergency 911 call, is configured to 
look up in the database 314 (FIG. 3) personal information associated with a person 
who may have made the emergency 911 call. Accordingly, the emergency message 
management controller 302 provides instructions to the control room operators to call 
the summoned emergency service providers so that additional information may be 
provided. For example, database 314 may have information indicating that the 
person(s) may be subject to an allergic reaction to particular substances. The 
emergency message management controller 302 instructs the control room operators 
304 to call the person receiving the actual emergency 911 call, or other interested 
emergency service providers such as the ambulance technicians or a doctor, to provide 
information regarding the possible allergic reactions of the customer. 
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i. Operation of the Emergency Message Management Controller 

FIG. 7 is a flow chart 700 illustrating a process for communicating an 
emergency message generated by one of the transceivers of FIGs. 1-2 and 4-6. The 
flow chart 700 shows the architecture, functionality, and operation of a possible 
implementation of the software associated with the emergency message management 
controller logic 316 (FIG. 3). In this regard, each block may represent a module, 
segment, or portion of code, which comprises one or more executable instructions for 
implementing the specified logical function(s). It should also be noted that in some 
alternative implementations, the functions noted in the blocks may occur out of the 
order noted in FIG 7, or may include additional functions, without departing 
significantly from the functionality of the process of the emergency message 
management controller 702. For example, two blocks shown in succession in FIG 7 
may in fact be executed substantially concurrently, the blocks may sometimes be 
executed in the reverse order, or some of the blocks may not be executed in all 
instances, depending upon the functionality involved, as will be further clarified 
herein below. All such modifications and variations are intended to be included 
herein within the scope of this disclosure and to be protected by the accompanying 
claims. 

When the emergency message management controller logic 316 is 
implemented as software and stored in memory 310 (FIG. 3), the emergency message 
management controller logic 316 can be stored on any computer readable medium for 
use by or in connection with any computer and/or processor related system or method. 
In the context of this document, a memory 310 is a computer readable medium that is 
an electronic, magnetic, optical, or other another physical device or means that 
contains or stores a computer and/or processor program. The emergency message 
management controller logic 316 can be embodied in any computer readable medium 
for use by or in connection with an instruction execution system, apparatus, or device, 
such as a computer-based system, processor-containing system, or other system that 
can fetch the instructions from the instruction execution system, apparatus, or device 
and execute the instructions associated with the emergency message management 
controller logic 316. In the context of this specification, a "computer readable 
medium" can be any means that can store, communicate, propagate, or transport the 
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program associated with the emergency message management controller logic 316 for 
use by or in connection with the instruction execution system, apparatus, and/or 
device. The computer readable medium can be, for example, but not limited to, an 
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, 
apparatus, device, or propagation medium. More specific examples (a nonexhaustive 
list) of the computer readable medium would include the following: an electrical 
connection having one or more wires, a portable computer diskette, a random access 
memory (RAM), a read-only memory (ROM), an erasable programmable read-only 
memory (EPROM, EEPROM, or Flash memory), an optical fiber, and a portable 
compact disc read-only memory (CDROM). Note that the computer-readable 
medium, could even be paper or another suitable medium upon which the program 
associated with the emergency message management controller logic 316 is printed, as 
the program can be electronically captured, via for instance optical scanning of the 
paper or other medium, then compiled, interpreted or otherwise processed in a suitable 
manner if necessary, and then stored in memory 310 or in another suitable memory. 

The process starts at block 702 when an emergency situation arises. At block 
704, a transceiver is actuated in response to the emergency such that an emergency 
message is broadcasted over the transceiver network 100 (FIG. 1). At block 706, the 
emergency message is received at the emergency message management controller 302 
(FIG. 3) in a manner described above. At block 708, the emergency message 
management controller 302 executes the emergency message management controller 
logic 316. Accordingly, a suitably formatted emergency message is provided to the 
control room operators 304 (FIG. 3) that includes information of interest such that the 
control room operators summon the appropriate emergency assistance. 

At block 710, a determination is made whether or not other information should 
be provided. If no other information is provided at block 710 (the NO condition), the 
process returns to block 702. If other information should be provided to the control 
room operators 304 (the YES condition), the other information is provided to the 
control room operators 304 at block 712. As described above, such information may 
include, but is not limited to, the identification code of each the transceivers, the 
location of the transceiver, and the nature of the emergency situation. 
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At block 714, a determination is made whether or not other interested parties 
should be notified. If no other interested parties are to be notified at block 710 (the 
NO condition), the process returns to block 702. If other information should be 
provided to the control room operators 304 (the YES condition), the other information 
is provided to the control room operators 304 at block 716. For example, the 
emergency message management controller logic 316 may determine that a spouse, 
other relative, employer or other individual(s) identified in the database 314 should be 
notified of the received emergency message. The process then returns to block 702 to 
await the next emergency situation. 

j. Transceiver Maintenance Feature 

One embodiment described above employs transceivers configured to transmit 
emergency messages back to the emergency message management controller 302 (FIG. 
3). Each transceiver includes its unique identification code as part of the broadcasted 
emergency message. Location information for each transceiver, identified in database 
314 (FIG. 3), is determined by associating the identification code in the received 
emergency message with the corresponding location information (identified by the 
corresponding identification code). Transceivers transmitting information back to the 
emergency message management controller 302, in one embodiment, are configured to 
include logic that indicates the operational status of the monitoring device and/or its 
associated components back to the emergency message management controller 302. 
The emergency message management controller logic 316 (FIG. 3) includes a 
transceiver maintenance function that evaluates received status and information from the 
signals transmitted by the transceivers such that the operational integrity of the 
monitoring device is accessed. That is, if a component in the monitoring device fails, 
the status information indicates failure of that component. The emergency message 
management controller logic 316 provides the appropriate indication to the control room 
operators 304 such that maintenance personnel are dispatched out to the monitoring 
device to effect a repair of the non- functioning or improperly functioning component. 

One embodiment employing the above-described maintenance feature employs 
transceivers configured to periodically transmit status information to the emergency 
message management controller 302 at predefined time intervals. Another embodiment 
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employs transceivers configured to respond to a status information request generated by 
the emergency message management controller 302. Here, logic residing in the 
emergency message management controller logic 316 performs a maintenance function 
wherein pre-selected transceivers are requested to provide status information. Another 
embodiment employs transceivers configured to generate periodic status reports to the 
emergency message management controller 302 and are configured to respond to 
requests for status information from the Emergency message management controller 
302. In yet another embodiment, all three types of the above-described transceivers are 
employed to communicate status information to the emergency message management 
controller 302. 

When the transceiver components that broadcast the status information fails, 
such as, but not limited to, the transceiver itself, the failure is detected by a loss of 
signal. Thus, in an embodiment employing a transceiver that is to provide an 
acknowledgement signal, or provide a status signal in response to a status information 
request, or is to provide periodic status information reports, the failure of the transceiver 
to respond or provide information at scheduled times and/or is response to a status 
inquiry indicates a component failure. 

Summarizing, the above-described embodiment includes a maintenance 
functionality such that the operational status of the transceivers residing in the 
transceiver network 100 (FIG. 1) and/or monitoring devices are monitored to ensure 
continuous operational functionality. Other components of the above-described 
communication network, such as the detectors and/or their components, may be also 
monitored. Thus, a detected failure in a transceiver, transceiver component, detector 
and/or a detector component may be quickly detected such that maintenance personnel 
are dispatched to repair the failed transceiver, detector or components. This 
embodiment is particularly advantageous in providing an emergency message system 
having a high degree of operational reliability and integrity. 

k. Defining Transceiver Communication Paths 

For convenience describing the operation and functionality of the transceiver 
network 100 (FIG. 1), a simplified description of the communication paths employed 
by the plurality of transceivers is described above. In one embodiment, all 
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transceivers employed in the transceiver network have both capability to receive 
broadcasted signals and to broadcast signals. However, many of the transceivers have 
a limited transmit signal range as the strength of the broadcasted signal is relatively 
low. This embodiment is particularly suited in transceiver network 100 configurations 
employing a large number of transceivers located in close proximity to other 
transceivers. 

In one embodiment, the communication path that a transceiver employs for 
broadcasting signals is predefined. For example, transceiver 102a in FIG. 1 was 
described above as transmitting emergency messages to transceiver unit 1 06 over the 
path defined by signals 114a, 118a and 118c. That is, when the transceiver unit 106 
receives an emergency message from transceiver 102a, transceiver stations 1 12a and 
112c are configured to relay the signal to the transceiver unit 106. Here, if the 
transceiver station 112c detects the emergency message from transceiver 102a, 
transceiver station 1 12c simply ignores the detected emergency message and does not 
relay the emergency message. 

In one embodiment, transmission paths for all transceivers are predetermined 
by the emergency message management controller 302 (FIG. 3). Path information is 
broadcasted out to all components of the transceiver network 100, transceiver stations, 
transceiver units and site controllers. This information is stored in a memory residing 
in or coupled to each of the components of the transceiver network 100, transceiver 
stations, transceiver units and site controllers. Each component then configures itself 
to react only to those signals for which it is part of the predefined path. Thus, when 
the transceiver unit 102b detects an emergency message from transceiver 102a, 
transceiver units 102b recognizes that it is not part of the path to transceiver 102a, and 
simply takes no action. 

In one embodiment, the communication paths are defined by using the 
identification codes associated with each transceiver, and identification codes 
assigned to the transceiver stations, transceiver units and site controllers. For 
example, if site controller 104 is defined by the identification code "104", transceiver 
unit 106 is defined by the identification code "106", transceiver station 112c is 
defined by the identification code "112c", transceiver station 112a is defined by the 
identification code "112a", and transceiver 102a is defined by the identification code 
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"102a", the path between the site controller 104 and transceiver 102a is simply 
defined by a code such as 104.106.1 12c. 1 12a. 102a (where each number corresponds 
to the component identification code). Other suitable codes are easily defined. 

Such a system is described in detail in the commonly assigned patent entitled 
"MULTI-FUNCTION GENERAL PURPOSE TRANSCEIVER," filed March 18, 
1999, and accorded Serial No. 6,233,327B1, issued on May 15, 2001 and incorporated 
herein by reference in its entirety. 

In one embodiment of the emergency message system, failure of a transceiver 
or a transceiver component is detected in a manner described above. When such a 
failure is detected, communications with other transceivers may be disrupted if the 
failed transceiver or transceiver component is in the communication path of other 
transceivers. In such a situation, upon the detection of the failed transceiver or 
transceiver component, the emergency message management controller 302 (FIG. 3) 
redefines communication paths for affected transceivers, and transmits the redefined 
paths out to the transceivers, transceiver stations, transceiver units and site controllers 
such that the paths are redefined. For example, transceiver station 1 12a (FIG. 1) may 
fail. Thus, transceivers 102a, 102b and 102c (FIG. 1) will not be in communication 
with the emergency message management controller 302 (FIG. 3). The 
communication path for transceiver 102c would then be redefined such that 
transceiver 102c is communicating with transceiver 102d (assuming that transceiver 
102d is sufficiently close to transceiver 102c to detect signals broadcasted from 
transceiver 102c). Thus, transceiver 102c is in communication with the transceiver 
unit 106 (FIG. 1) through a newly defined path indicated by the signals 128a, 114d, 
118b and 118c (FIG. 1). Here, transceiver 102d is operating as both an emergency 
message transceiver (when communicating emergency messages from the customer 
premises 103d) and a network transceiver (when communicating emergency messages 
from other transceivers). 

Similarly, the communication path for transceiver 102b is then redefined such 
that transceiver 102b is communicating with transceiver 102c (assuming that 
transceiver 102c is sufficiently close to transceiver 102b to detect signals broadcasted 
from transceiver 102b). Thus, transceiver 102b would be in communication with the 
transceiver unit 106 through a newly defined path indicated by the signals 128b, 128a, 
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1 14d, 1 18b and 1 18c (FIG. 1). Here, transceivers 102c and 102d are operating as both 
an emergency message transceiver (when communicating emergency messages from 
the customer premises 103c and 103d, respectively) and a network transceiver (when 
communicating emergency messages from other transceivers). 

Similarly, the communication path for transceiver 102a is then redefined such 
that transceiver 102a is communicating with transceiver 102b (assuming that 
transceiver 102b is sufficiently close to transceiver 102a to detect signals broadcasted 
from transceiver 102a). Thus, transceiver 102a would be in communication with the 
transceiver unit 106 through a newly defined path indicated by the signals 128c, 128b, 
128a, 114d, 118b and 118c (FIG. 1). Here, transceivers 102b, 102c and 102d are 
operating as both an emergency message transceiver (when communicating 
emergency messages from the customer premises 103b, 103c and 103d, respectively) 
and a network transceiver (when communicating emergency messages from other 
transceivers). 

One skilled in the art will appreciate that the possible communication paths in 
a transceiver network 100 are nearly limitless, and that such communication paths are 
easily redefined by the emergency message management controller 302. The above 
described examples are intended to illustrate some of the alternative redefined 
communication paths to explain the operation and functionality of the maintenance 
feature of one embodiment of the emergency message communication system. 

I. Alternative Embodiments of the Emergency message communication 
system 

For convenience of describing the operation and functionality of the 
emergency message management controller 302 (FIG. 3), the emergency message 
management controller 302 was illustrated as a stand-alone unit. The emergency 
message management controller 302, in an alternative embodiment, is implemented as 
an integral component of another system, such as, but not limited to, a security 
monitoring system, without departing substantially from the operation and 
functionality of the emergency message system. 

Furthermore, the components illustrated as residing in the emergency message 
management controller 302 may reside in alternative convenient locations outside of 
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the emergency message management controller 302 without adversely affecting the 
operation and functionality of the emergency message system. Such components may 
even be integrated with other existing components residing in the emergency message 
system control center, thereby minimizing the cost of implementing an emergency 
message system. 

For example, the database 314 residing in the memory 310 (FIG. 3) may be 
implemented in a memory unit residing in an alternative location, such as the control 
console 322. Thus, information provided used the emergency message system could 
simply be transferred to a database residing in the alternative location. 

Similarly, the emergency message management controller logic 316 (FIG. 3) 
could reside in a convenient alternative location and be executed by a different 
processor that resides in a convenient alternative location. Also, the interface 312 
may be implemented as a stand-alone interface unit residing in a convenient location. 
For example, interface 312 may be implemented as a stand-alone PC, a network PC, a 
dedicated intra-network interface or the like that performs the functionality of 
receiving information through a communication network from the site controller 104 
(FIGs. 1 and 2). 

For convenience of describing the operation and functionality of the 
emergency message management controller 302 (FIG. 3), the emergency message 
management controller 302 was illustrated as a stand-alone unit residing within the 
emergency message system control center 300. Another embodiment of the 
emergency message management controller resides in an alternative convenient 
location outside of the emergency message system control center 300. In such an 
embodiment, connection 324 may be a connection of suitable length to provide 
connectivity between processor 308 and the control console 322. In other 
embodiments, connection 324 may include a plurality of components that provides 
connectivity over a special purpose network or an existing, general purpose network. 
For example the emergency message management controller 302 could be in 
communication with the emergency message system over any one of the 
communication systems described above and illustrated in FIG. 4. Such a 
configuration is easily implemented using appropriate interface components. Such 
interface components residing in an emergency message management controller that 
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are configured to transmit, receive and convert signals are known in the art and, 
therefore, are not described in detail herein other than to the extent necessary to 
understand the operation and functioning of these components when employed as part 
of the emergency message system that is remote from the emergency message system 
control center 300. One skilled in the art will realize that such known components are 
too numerous to describe in detail herein, and that any configuration of such known 
components having the above-described functionality may be implemented without 
departing substantially from the emergency message system. 

The embodiment of the emergency message system was described herein to 
include a plurality of transceiver units configured to communicate based upon a 
predefined communication path specified by the emergency message management 
controller 302. An alternative embodiment is configured to communicate with other 
special purpose systems that employ compatible transceivers. For example, a system 
for monitoring emergency, alarm, climate, or other conditions in a defined territory is 
disclosed in the co-pending commonly assigned non-provisional application entitled 
"SYSTEM FOR MONITORING CONDITIONS IN A RESIDENTIAL LIVING 
COMMUNITY," filed March 18, 1999, and accorded Serial No. 09/271,517, 
incorporated herein by reference in its entirety. Another system for controlling 
electricity demand in a defined territory is disclosed in the co-pending commonly 
assigned non-provisional application entitled "SYSTEM AND METHOD FOR 
CONTROLLING POWER DEMAND OVER AN INTEGRATED WIRELESS 
NETWORK," filed August 15, 2001, and accorded Serial No. 09/929,926, 
incorporated herein by reference in its entirety! The above applications describe a 
computerized system for monitoring power and/or other conditions in a defined 
territory using a network of transceivers communicating back to a remote facility via a 
plurality of repeaters and a central system (such as a site controller). The plurality of 
transceivers configured for monitoring power and/or other conditions in a defined 
territory are integrated with a plurality of transceivers for controlling customer 
premises appliances, thereby reducing overall facility, maintenance and installation 
costs by employing common units. For example, a transceiver controlling an air 
conditioning unit or a transceiver monitoring metered demand (in accordance with the 
09/929,926 Application) may be integrated to communicate through same transceiver. 




42 



^^CHR Docket No. 081607-1200 

stations, transceiver units and/or site controllers communication emergency messages. 
The integrated system would simply recognize the transceiver communicating an 
emergency message and appropriately route communications to and/or from that 
transceiver to the appropriate remote facility. One skilled in the art will appreciate 
that an emergency message communication system described herein is interpretable 
into any other special purpose system or a multipurpose system based upon a network 
of similarly configured transceivers that communicate through common components. 

Another embodiment of the emergency message system is configured to give 
communicated emergency messages the highest priority with respect to other 
communications. For example, but not limited to, an emergency message system may 
be integrated with another system employing a transceiver network, as described 
above. The transceiver network would then have a multiplicity of functions, one of 
which is the communication of emergency messages. If other communications are 
being communicated across the network, such communications will utilize available 
bandwidth of the network. When the bandwidth of the network is substantially 
utilized, such as when large amounts of data are being communicated, an emergency 
message can be designated, tagged, or otherwise identified as having a high priority. 
Network transceivers, upon receiving an emergency message identified with a high 
priority would stop, halt, delay the communication of other messages and/or otherwise 
make available bandwidth such that emergency message is communicated on a 
priority basis. Such an embodiment is advantageous when a transceiver network is 
utilized for a plurality of functions and in ensuring that emergency messages are 
communicated as quickly as possible. 

Another embodiment employs a power line carrier (PLC) signal to 
communicate signals from detectors such that a receiving transceiver generates 
emergency messages into an emergency message system. For example, but not 
limited to, smoke detector 204a (FIG. 1), in one embodiment, is supplied power via 
wire 224 which is coupled to the electric distribution network (not shown) within the 
customer premises 200. Rather than being coupled to the transceiver 202a, the smoke 
detector communicates signals to the transceiver 226 using PLC signals. 

Transceiver 226 is coupled to the electric distribution network at a suitable 
location. For convenience of illustration, transceiver 226 is illustrated as being 
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coupled to the electrical outlet 228. One embodiment employs a standard outlet 
spade-type connector (not shown) to couple the transceiver 226 to the electric 
distribution network. Another embodiment of the transceiver 226 is coupled to the 
outlet 228 with wire connections coupled at suitable connection points. Other 
embodiments of the transceiver 226 is coupled to another suitable location on the 
electric distribution network such that the transceiver 226 is able to reliably receive 
signals from the smoke detector 204a. 

Thus, when the smoke detector 204a detects smoke, a PLC signal is 
communicated form the smoke detector 204a to the transceiver 226 over the electric 
distribution network. Upon receiving a PLC signal form the smoke detector 204a, the 
transceiver 226 generates and communicates an emergency signal in any one of the 
previously described manners. The communication of PLC signals, and the 
equipment that generates PLC signals, is known in the art, and is therefore not 
described in further detail other than to the extent necessary to understand the 
communication of PLC signals to a transceiver employed as part of an emergency 
signal system. 

Other detectors coupled to the electric distribution network may also be 
configured to generate PLC signals that are communicated to transceiver 226. Such 
an embodiment of an integrated security system employing detectors communicating 
to transceiver 226 with PLC signals is particularly advantageous when it is desirable 
to limit the number of transceivers employed in the emergency message system. 

Another embodiment of the always-on appliance is configured to communicate 
with at least one transceiver using PLC signals. For example, but not limited to, the 
cable TV set box 504 (FIG. 5) is coupled to the electric distribution network (not 
shown). Rather than coupling the cable TV set box 504 to the transceiver 502, as 
illustrated in FIG. 5, the cable TV set box 504 is configured to communicate 
emergency messages using a PLC signal to a transceiver (not shown) coupled to the 
electric distribution network. Furthermore, any of the above describe always-on 
appliances can be configured to communicate emergence messages with transceivers 
using PLC signals. 

It should be emphasized that the above-described embodiments of the present 
invention, particularly, any "preferred" embodiments, are merely possible examples of 
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implementations, merely set forth for a clear understanding of the principles of the 
invention. Many variations and modifications may be made to the above-described 
embodiment(s) of the invention without departing substantially from the spirit and 
principles of the invention. All such modifications and variations are intended to be 
included herein within the scope of this disclosure and the present invention and 
protected by the following claims. 
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